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Introduction
Ahsay Replication Server (AhsayRPS) is a replication solution specially
designed for AhsayOBS. With the use of AhsayOBS replication module, it can
provide close to real time data protection to the data stored on the multiple
AhsayOBS.

1.1 Conventions
Convention Descriptions
Bold
Important information

Italic
[]
%%
$
italic

Folder path or file path
Graphical Interface Elements
File path in Windows format
File path in Linux/FreeBSD/Solaris
format
Command

Example
WARNING: You must
check the timestamp
of obrA.jar before
proceeding to step 2.
/usr/local/obs/conf
[Manage Log]
%OBSR_HOME%
$OBSR_HOME
mkdir /usr/local/obs

1.2 Definitions, Acronyms and Abbreviation
Term/Abbreviation
AhsayOBS

Definition
Ahsay™ Offsite Backup Server

AhsayRPS

Ahsay™ Replication Server

AhsayRDR

Ahsay™ Redirector Server

AhsayOBM

Ahsay™ Online Backup Manager

AhsayACB

Ahsay™ A-Click Backup

OBSR_HOME

The install location of AhsayOBS & AhsayRPS.
Windows
C:\Program Files\AhsayOBS and AhsayRPS
Linux/FreeBSD/Solaris
/usr/local/obs/

OBSR_HOME_BAK

The backup location of AhsayOBS & AhsayRPS. It is
used temporary during the install/upgrade process.
Windows
C:\Program Files\AhsayOBS and AhsayRPS.bak\
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Linux/FreeBSD/Solaris
/usr/local/obs.bak/
CONF_HOME

The backup location of AhsayOBS & AhsayRPS. It is
used temporary during the install/upgrade process.
Windows
%OBSR_HOME%\conf
Linux/FreeBSD/Solaris
$OBSR_HOME/conf

USER_HOMES

The directories where AhsayOBS and AhsayRPS store
the AhsayOBM & AhsayACB users accounts.
The default location is:
%OBSR_HOME%\users

POLICY_HOME

The directory where AhsayOBS and AhsayRPS store
its system users and group policy information.
Windows
%OBSR_HOME%\system\policy
Linux/FreeBSD/Solaris
$OBSR_HOME\system\policy

SYSTEM_HOME

The directory where AhsayOBS and AhsayRPS store
its system information.
Windows
%OBSR_HOME%\system\
Linux/FreeBSD/Solaris
$OBSR_HOME\system\

WEBAPPS_HOME

Location of the webapps directory inside
installation directory of AhsayOBS & AhsayRPS.

the

Windows
%OBSR_HOME%\webapps.
Linux/FreeBSD/Solaris
$OBSR_HOME\webapps
WEBAPP_HOME_BAK

A backup of the webapps directory inside AhsayOBS
and AhsayRPS.
Windows
%OBSR_HOME%\webapps.bak

Ahsay Systems Co. Ltd.

2

Ahsay Replication Server
Administrator’s Guide
Linux/FreeBSD/Solaris
$OBSR_HOME\webapps.bak
RECEIVER_HOME

The location where the replicated data is stored for a
particular replication receiver.

JAVA_HOME

The location where JAVA is installed

1.3 System Requirements
Please refer to the Ahsay Help Centre Article #2323 for the system
requirements.
AhsayRPS v6 supports replication for AhsayOBS v5.5.3.0 or above.

Ahsay Systems Co. Ltd.
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Overview
This chapter introduces you to the AhsayOBS replication module and the
AhsayRPS server.

2.1 Ahsay Replication Server
Ahsay Replication Server provides an additional layer of data protection by
providing an offsite backup store for backing up data from either a single or
multiple AhsayOBS servers. The Ahsay replication process is close to realtime and hence this will reduce the probability of significant data loss in the
event of an AhsayOBS outage.

2.2 Ahsay Replication Server Administration Console
As both AhsayRPS and AhsayOBS have been merged into one installer. Once
installed you can choose which service you wish to activate either AhsayOBS
or AhsayRPS service.
To access the AhsayRPS Administration Console, please do the following:
1.

Point to http://<your-replication-server> on web browser and the
AhsayOBS Administration Console will be shown.

Ahsay Systems Co. Ltd.
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2.

Click on “Switch to Replication Server” to go to Ahsay Replication Server
Administration Mode.

Alternatively, you can access the AhsayRPS Administration Console
page directly using the following URL http://<your-replication-server>/
rps-helper/index.jsp

Ahsay Systems Co. Ltd.
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2.3 AhsayOBS Replication Module
AhsayOBS replication module is specially designed for replicating both
AhsayOBS user home data and AhsayOBS program or binary files to
AhsayRPS server. It is designed to provide replication services for AhsayOBS
only and it does not provide general replication service for other files within
the system. This means that you cannot use AhsayOBS replication to
replicate your Windows/Linux/Unix server to another machine.
Since it is an AhsayOBS aware replication module, it has the following
benefits over using other external synchronizing software (e.g. rsync or
Microsoft Replication Services) in the context of replicating backup data on
AhsayOBS to another server.
Real Time Replication
When a backup block arrives at the backup server, it is automatically put into
the replication queue. Data in the replication queue are replicated to
AhsayRPS immediately (or at a delay of at most 1 minute). No replication
schedules or extensive checking of whether each file should be replicated are
required.
Platform Independence
As AhsayOBS and AhsayRPS supports Windows, Linux, FreeBSD, or Solaris
platforms. This means that you can have AhsayOBS running on Windows and
AhsayRPS running on Linux/FreeBSD/Solaris or other possible combinations.
No Interuption to Existing Backup Operations
Since AhsayOBS replication module will be replicating transaction log files,
instead of the actual backup files, to the AhsayRPS, normal write access to
the backup files will not be interrupted and this can ensure normal backup
operation of AhsayOBS.
Secured and Compression Connection
Replication data are transported under a 128-bit SSL and compressed
channel. Data transferred between AhsayOBS and AhsayRPS is secured and
optimized.
Transaction Log Level Replication
AhsayOBS replication module logs all transaction made on AhsayOBS and
replicates only the transaction log file to AhsayRPS. This means that only
changes applies to the user data will be required to be replicated to
AhsayRPS.

Ahsay Systems Co. Ltd.
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Replicating Selective Users from AhsayOBS to AhsayRPS
It is possible to select specific users from AhsayOBS to replicate to AhsayRPS,
instead of just replicating all users on all the user homes.

2.4 Replication Scope
The following folders are included in the replication process:










%OBSR_HOME% (files only)
%OBSR_HOME%\bin
%OBSR_HOME%\conf
%OBSR_HOME%\java
%OBSR_HOME%\system (a.k.a. SYSTEM_HOME of AhsayRPS)
%OBSR_HOME%\tomcat
%OBSR_HOME%\webapps
%OBSR_HOME%\work
%USER_HOMES% (according to your replication settings, some users
may not be included in the replication.

The index files (r-index.bdb and index.bdb) for each backupset are not
replicated to AhsayRPS as part of the replication process. Since they are
updated frequently, any copies on AhsayRPS would be outdated as soon as
it is replicated. When replication skips an index files it will record in the
replication log the following entries:
Skip replicating index BDB files '…………/index.bdb'
Or
Skip replicating index BDB files '………./r-index.bdb

The following is an example of entries that you are likely to find on the
ManageLog] -> [Replication Log] page.

Ahsay Systems Co. Ltd.
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2.5 Replication Order
For each user home the user accounts will be listed and replicated in the
following order:
i.

Numeric user accounts

ii.

Upper case user accounts

iii.

Lower case user accounts

2.6 Replication Settings
Replication settings are saved in %OBSR_HOME%/conf/lfsconfig.xml and
%OBSR_HOME%/conf/rpsSend.xml.

2.7 Transaction Logging
When backup data arrives on the backup server, an extra copy of this data is
saved in the transaction log files. (It only happens when AhsayOBS
replication module is in LOGGING or SYNC mode. The transaction log file(s)
will then be replicated to AhsayRPS and replayed into the affected backup
files replicated to AhsayRPS ready to produce a consistent backup image of
all data available on the backup server.
Transaction log files are saved in %SYSTEM_HOME%/logfiles/log????.alf (e.g.
log log0395.alf where “0395” is the sequence number of the transaction log
files).
When using AhsayOBS with replication module enabled, please make sure
that the [Manage System] -> [Server Configuration] -> [System Home]
setting is set in a disk partition with lots of free disk space.
To provide a consistent view of the backup file system while AhsayOBS is
running in SYNC mode, AhsayOBS uses the %SYSTEM_HOME%/sync/***
directory to store many of the temporary files required. Please do not tamper
with the files in this directory and make sure that it has lots of free space.

Ahsay Systems Co. Ltd.
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2.8 Replication Mode of AhsayOBS
When replication is running, there are four distinct replication modes :
Resfreshing File, UNSYNC, SYNC, and LOGGING mode.
1. Refreshing File
When AhsayOBS replication module is started up, it first replicates AhsayOBS
program binaries and configuration files to AhsayRPS during “Refreshing File”
mode. No data under SYSTEM_HOME, POLICY_HOME and USER_HOMES will
be replicated to AhsayRPS in this mode.
Since program binaries and configuration files rarely change and there are
limited numbers of these files, this part is completed relatively quickly.
The following is an example of entries that you are likely to find on [Manage
Log] -> [Replication Log] page during refreshing mode.

During the execution of this process the transaction logging on AhsayOBS is
disabled. Backup data is written directly to the backup files on the AhsayOBS
user home.
Note : Although at this stage replication is in refreshing mode, the
AhsayOBS web console [Manage System] -> [Replication Config]
page under “Enabled Replication” checkbox. The replication status is
shown as “Status: UNSYNC”.
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2. UNSYNC Replication (UNSYNC mode)
When replication is in UNSYNC mode, the AhsayOBS web console [Manage
System] -> [Replication Config] page under “Enabled Replication” checkbox.
The replication status is updated to “Status: UNSYNC”.

After the replication module has finished replicating all program binaries and
configuration files, it will start replicating all files under the SYSTEM_HOME,
POLICY_HOME and USER_HOMES directories to AhsayRPS. During the
execution of this task, transaction logging of AhsayOBS is disabled. Backup
data is written directly to the backup files on the AhsayOBS user home.
The following is an example of entries that you are likely to find on [Manage
Log] -> [Replication Log] page during UNSYNC mode.
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10

Ahsay Replication Server
Administrator’s Guide
3. SYNC Replication (SYNC mode)
When replication reaches SYNC mode, the AhsayOBS web console [Manage
System] -> [Replication Config] page under “Enabled Replication” checkbox.
The replication status is updated to “Status: SYNC”.

Since it could take hours (or even days) to replicate all backup data form
AhsayOBS to AhsayRPS, by the time all files under SYSTEM_HOME,
POLICY_HOME and USER_HOMES are replicated, some files might have been
added/removed/updated from these directories. To ensure AhsayRPS
contains an exact copy of all files available in SYSTEM_HOME, POLICY_HOME
and USER_HOMES directories on AhsayOBS, we should make sure that there
is no change to all files under these directories during the replication process.
To do so, AhsayOBS replication module will put AhsayOBS into SYNC mode.
Once in SYNC mode:




All files under the USER_HOMES, SYSTEM_HOME and POLICY_HOME
directories that are updated after being replicated in UNSYNC replication
are replicated again.
During the execution of this task, transaction logging of AhsayOBS is
enabled. Backup data is written directly to the respective backup files on
the user home, in addition a copy of this data is made to the transaction
log files.
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The following is an example of entries that you are likely to find on [Manage
Log] -> [Replication Log] page during SYNC mode

At the end of SYNC mode, AhsayRPS does not contain changes in AhsayOBS.
Synchronization can be easily done in the next mode, by replicating the
transaction log file over from AhsayOBS to AhsayRPS and replaying these
transaction logs on AhsayRPS.
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4. Transaction Logs Replication (LOGGING Mode)
When replication reaches LOGGING mode, the AhsayOBS web console
[Manage System] -> [Replication Config] page under “Enabled Replication”
checkbox. The replication status is updated to “Status: LOGGING”.

During LOGGING mode, transaction logging of AhsayOBS is also enabled
backup data is written directly to the backup files that they are supposed to
go to as well as to transaction log files. In LOGGING mode the replication
logs will show only transaction log (logxxxx.alf) files replicated from
AhsayOBS to AhsayRPS in this mode.
The following is an example of entries that you are likely to find on [Manage
Log] -> [Replication Log] page during LOGGING mode.

Ahsay Systems Co. Ltd.
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Since data in the USER_HOMES, SYSTEM_HOME, and POLICY_HOME
directories of AhsayOBS and AhsayRPS have been synchronized already in
SYNC mode, it requires only replaying all transaction log files recorded after
the beginning of the SYNC period on the AhsayRPS to bring AhsayRPS into a
consistent state with AhsayOBS.
When there are no backup activities and all pending transaction log files have
been replicated to AhsayRPS, transaction log files are replicated to AhsayRPS
every 1 minute (even when empty). This will ensure that partial record within
transaction log files get replicated to AhsayRPS in close to real-time. Since
compression is enabled by default, replicating empty transaction log files will
not use much network bandwidth.
Note: In the event of any errors encountered during LOGGING mode,
replication will be restarted in SYNC mode, only if the replication has
reached the LOGGING mode within the last 7 days. Otherwise, it
restart from UNSYNC mode.

2.9 Monthly RESYNC
To ensure the data on the replication server is fully in sync with the backup
server after lots of transaction logs have been applied on the replication server,
a monthly RESYNC job will run on the first Saturday of each month at 1:00pm, if
replication is in LOGGING mode. This involves running “Refreshing Files”,
“UNSYNC Replication” and “SYNC Replication” all over again.
In addition, AhsayOBS will perform a check every time replication is enabled. If
AhsayOBS detects that more than 31 days has passed since the last monthly
resync or SYNC mode, then an immediate resync initiated.

Ahsay Systems Co. Ltd.
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Best Practices and Recommendations

3

This chapter outlines all the best practices and recommendations which you
should consider before using AhsayRPS.

3.1 AhsayRPS Hardware Requirements
As the AhsayRPS server is used as a backup or a standby machine in case of
an AhsayOBS server outage. The hardware specifications of your AhsayRPS
server should be similar to your AhsayOBS server. To ensure that when you
re-configure and startup your AhsayRPS server as an AhsayOBS server, there
will not be any performance issues.

3.2 AhsayRPS Server Storage Requirements
There is a possibility that after your AhsayOBS data is replicated to AhsayRPS,
the final data size on AhsayRPS may be larger than the original data size on
AhsayOBS. This situation could arise if there are differences in the way each
respective storage devices is formatted, i.e. different default block sizes or
different files systems
The disk capacity of your AhsayRPS server should by default be greater than
your AhsayOBS server in order to avoid such problems.

3.3 AhsayOBS Replication Partitioning
AhsayOBS replication module makes heavy use of the [Manage System] ->
[System Home] directory to create a consistent view of the backup file
system under SYNC replication mode. During SYNC mode copies of the
backup data will be written to the [System Home] in the form of transaction
log files
It is not recommended to use the O/S partition or drive as the [System
Home]. If the [System Home] folder fills up, this will cause your O/S to
become unstable and may even crash your AhsayOBS server. It is strongly
recommended the [System Home] directory should be located on a
dedicated local drive.
The [System Home] should have plenty of free space. Although there is no
exact forumula for estimating the size of the [System Home]. As the amount
of space used in SYNC mode is dependent on:
i.
i.

The period of time the replication process is in SYNC mode
The amount of daily backup data uploaded to your AhsayOBS server

For example, if daily customer backup jobs generate an average of 20GB of
data daily. Your previous replication SYNC mode time period was 5 days
Ahsay Systems Co. Ltd.
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before it went into LOGGING mode, then your [System Home] partition will
require at least 100GB (20GB x 5 days) of free disk space.
This is only a general rule of thumb, this estimation does not take into
consideration the growth of daily backup data, or the accumulation of backup
data on AhsayOBS which will result in a longer SYNC mode time period.

3.4 Replication Performance Tuning
Even with a fast and stable connection between AhsayOBS and AhsayRPS,
replication performance is affected more by:
i.

Poor AhsayOBS disk I/O – when scanning and retrieving data files to
be sent to AhsayRPS.

ii.

Poor AhsayRPS disk I/O – when receiving and committing files to the
receiver home.

Poor disk I/O can be attributed to:
i.

The use of network drives as AhsayOBS user and system homes

ii.

The use of network drives as AhsayRPS receiver home(s)

iii.

The use of a single large disk or volume for AhsayOBS user home

iv.

The use of a single large disk or volume for multiple AhsayRPS
receiver home(s)

v.

Slow performing local hard drives or storage devices

In addition, on AhsayOBS certain routine system jobs such as the Cyclic
Redundancy Check (CRC) Checking, weekly Rebuild User Storage, and
multiple single Rebuild User Storage jobs will increase the I/O load on
AhsayOBS user homes. On AhsayRPS, the Cyclic Redundancy Check (CRC)
Checking routine job for each replication receiver will also affect replication
performance.
In order to improve overall replication performance it recommended you
consider:
i.

A separate local drive for each AhsayOBS user home

ii.

Distributing user accounts across multiple user homes to balance
the I/O load

iii.

A separate local drive for AhsayOBS system home

iv.

A separate local drive for each AhsayRPS receiver
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Both AhsayOBS and AhsayRPS servers should be running on separate
dedicated machines.

3.5 AhsayRPS Java Heap Size Setting
Due to the additional AhsayRPS features such as retention policy and CRC
checking. AhsayRPS may require more memory.
i.
ii.

For a single receiver AhsayRPS server, a maximum Java heap size
setting of at least 1024M is recommended.
For a multiple receiver AhsayRPS server, a maximum Java heap size
setting of at least 2048M is recommended.

3.6 AhsayRPS and Multiple Receivers
If your AhsayRPS server is used by more than one AhsayOBS server, it is
recommended that each receiver is located on it own individual disk. The
advantages of this setup is it will minimize the I/O on each disk and therefore
improve replication performance.
Also, if one of the AhsayOBS servers suffers an outage, there is the option of
swapping the disk to the affected AhsayOBS server.

3.7 Enable AhsayRPS CRC Checking
It is strongly recommended that you enable CRC checking for each receiver
to ensure the integrity of the files on each AhsayRPS receiver.

3.8 Avoid Using Dynamic IP Addresses
The use of AhsayRPS domain names with dynamic IP addresses may result in
the replication process restarting itself into UNYSNC mode whenever the IP
address re-cycles.
It is strongly recommended to use a static IP address for the connection for
both your AhsayOBS and AhsayRPS servers to ensure a stable and reliable
replication service.

3.9 Using Different Ports for Different Receivers
If there are multiple receivers configured on your AhsayRPS Server, you must
assign different ports for each receiver.
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3.10 Firewall Settings
After you have finished setting up your replication server, please ensure you
have updated your firewall settings to allow network traffic through the
following ports:

Port 80 - HTTP port for AhsayOBS and AhsayRPS web interface

Port 443 – HTTPS for AhsayOBS and AhsayRPS web interface

Any port(s) used by the AhsayRPS receiver(s), e.g. 9444, 9445

3.11 Third Party Monitoring Software
Aviod using monitoring software that checks for network traffic on the
replication ports as some tools, i.e. Nagios have been known to affect the
replication connection between AhsayOBS and AhsayRPS. The type of
monitoring can cause the replication process to continually restart itself into
UNSYNC mode, in some cases it has may prevent AhsayOBS connecting to
AhsayRPS altogether.
If you wish to use monitoring tools, make sure they are configured to scan
the replication logs instead.

3.12 Do Not Operate AhsayOBS and AhsayRPS on a Single
Machine
Although both AhsayRPS and AhsayOBS have been merged into one installer,
both AhsayOBS and AhsayRPS services are actived post installation.
It is not recommended to configure and use both services on one machine, as
they will compete for system resources, i.e. CPU and memory. This could
affect the performance and stability of your backup service.
If both services are running on one machine, it will completely defeat the
purpose of AhsayRPS as a backup or standby server to your AhsayOBS.

3.13 Performing an AhsayOBS Seed Load
In order to speed up the replication process and achieve LOGGING mode as
quick as possible. It may be worth considering performing an initial
AhsayOBS seed load to your AhsayRPS server.
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3.14 AhsayRPS Dedicated Restore Drive
In order to facilitate a fast restore of snapshots from AhsayRPS retention
area, it is recommended the files are not restored to an existing receiver
home drive to avoid affecting replication performance. Your AhsayRPS server
should be configured with a dedicated disk for restore purposes. Alternatively,
an external USB drive can also be used.

3.15 AhsayOBS and Dual WAN Routers
For AhsayOBS servers which are connected to dual WAN routers for network
load balancing. Please ensure that a static route is defined for network traffic
via a single connection. As any switching between the two network
connections will cause connection problems between AhsayOBS and
AhsayRPS due to the change in IP address. This will result in the replication
process restarting itself.
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4

Quick Start
This chapter describes the minimum steps required to start using AhsayRPS.
Please consult the information in the following chapters for a complete
reference to all features available in AhsayRPS.

4.1 Getting started
To setup your AhsayRPS, please do the following:
Setup Replication Server
1.

Point your browser to http://<your-replication-server-ip>/.

2.

Switch to Replication Server Administration Interface.

3.

Logon as administrator.
The default login name and password are “system” and “system”
respectively.

4.

Set your hostname.

5.

Set your SMTP Server.

6.

Press the [Update] button.

Note: The SMTP server is required by AhsayRPS, so it can send alert emails
to the system administrator when there are license issues.
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Add Receiver
You need to add receiver to the system before you can start replication data
to AhsayRPS. To add a receiver to the system, please do the followings:
1.

Click the [Manage Receiver] link available at the top menu and choose
[Add Receiver].

2.

Enter the receive information for the new receiver account into the form
provided.
Key
Login Name

Description
Login name of the AhsayRPS receiver.

Password

Password for the AhsayRPS receiver.

Alias

Alias for the AhsayRPS receiver.

Home
Directory

Directory where the AhsayRPS receiver uses to store
the data replicated by AhsayOBS.

Bind to IP
address

IP address where an AhsayRPS receiver will wait for
requests from the AhsayOBS. By default 0.0.0.0

Port

TCP port where this AhsayRPS receiver will wait for
requests from the AhsayOBS.

Restore
Interval

Point Minimum number of days between each retention
snapshot. A retention snapshot will be created when
data is received and time interval between current time
and previous snapshot is over the specified period. No
retention snapshot will be created if data is not
received even when time interval is over.

Retention
Customization
Policy
3.

Retention snapshots over the specified days will be
removed by retention policy routine job runs everyday
at 0:00 a.m.

The receiver is now ready.

Start Replication
1.

Point your browser to http://<your-backup-server-ip>/.

2.

Logon as administrator.

3.

Go to [Manage System] -> [Replication Config].

4.

Fill in the receiver information on the form.
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5.

Checked the [Enable Replication] checkbox and click the [Update]
button to start the replication.
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5

Installation
For instructions on how to install AhsayRPS on your computer, please refer to
AhsayOBS & AhsayRPS Setup Guide.
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6

Manage AhsayRPS System
This chapter describes how to use the [AhsayRPS Administration Console] ->
[Manage System] menu to configure AhsayRPS.

6.1 Server Configuration
The [AhsayRPS Administration Console] -> [Manage System] -> [Server
Configuration] page allows you to setup the system settings of an AhsayRPS.

This section describes all settings under the [Server Configuration] menu.
Key
System Username

Description
Username for AhsayRPS Administration Console.

System Password

Password for AhsayRPS Administration Console.

System Home Directory

Location where all AhsayRPS system log and
transaction log files are stored.

SMTP Server

SMTP server for sending AhsayRPS emails.

Report Sender

Email address for sending AhsayRPS emails.

Administrator Contact

Email address for AhsayRPS emails.
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System Log
The [AhsayRPS Administration Console] -> [Manage System] -> [System Log]
page shows you the running status of an AhsayRPS.

This section describes all settings under the [System Log] menu.
Key
Date

Description
The date when system log entries are recorded.

Rows per page

Maximum number of rows showing in a page.
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7

Manage Receiver on AhsayRPS
This chapter describes how to use the [AhsayRPS Administration Console] ->
[Manage Receiver] menu to configure receivers for AhsayRPS.

7.1 Create Receivers
To setup replication between AhsayOBS and AhsayRPS, the first step is to
add a receiver to AhsayRPS using the [AhsayRPS Administration Console] ->
[Manage Receiver] -> [Add] page. To create a new AhsayRPS receiver,
simply fill in the form below and press the [Add] button.

Key
Login Name

Description
Login name of an AhsayRPS receiver to create. E.g.
Receiver1

Password

Password of an AhsayRPS receiver to create.

Alias

Alias of an AhsayRPS receiver to create. E.g. Receiver1

Home Directory

Directory where an AhsayRPS receiver will use to store
all its data.

Bind to IP address

IP address where an AhsayRPS receiver will wait for
requests from the AhsayOBS. The default value is
0.0.0.0.

Port

TCP port where this AhsayRPS receiver will wait for
requests from the AhsayOBS. The default value is 9444.

Restore Point
Interval

Minimum number of days between each retention
snapshot. A retention snapshot will be created when data
is received and time interval between current time and
previous snapshot is over the specified period. No
retention snapshot will be created if data is not received
even when time interval is over. The default value is 30

Ahsay Systems Co. Ltd.

26

Ahsay Replication Server
Administrator’s Guide
days.
Retention
Customization
Policy
Enable

Retention snapshots over the specified days will be
removed by retention policy routine job runs everyday at
0:00 a.m. The default value is 60 days.
Enable replication service.

7.2 Retention Feature
1. Retention Settings
AhsayRPS will create a snapshot according to the settings in the AhsayRPS
web console [Manage System] -> [Manage Receiver] ->
[%RECEIVER_NAME%] page.





Restore Point Interval – defines the number of days between each
retention snapshot. The default value is 30 days and the minimum value
is 1 day.
Retention Customization Policy – defines the number of days before an
existing retention snapshot is removed from the AhsayRPS receiver. The
default value is 60 days and the minimum value is 0 days

When the replication starts, it will check if there is a retention snapshot
available.

If no retention snapshot is found, a new snapshot is created using the
current time stamp. The files will be stored in both the snapshot folder
and the current folder.

If a retention snapshot already exists, it will check if it is still within the
“Restore Point Interval”. It will create a new snapshot if it is not.
Only the first version of a file uploaded to AhsayRPS is stored in a related
snapshot located in the retention area
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WARNING: Please make sure you have sufficient storage capacity to
accommodate your retention policy. As setting the Restore Point
Interval to a low value and or the Retention Customization Policy to a
high value, could result in the disk where the receiver is located
running out of space very quickly. This could cause the existing data
on the receiver(s) to corrupt.
2. Retention Policy Considerations
In deciding on an appropriate AhsayRPS retention policy setting, you will
need to weight the advantages of using smaller restore point intervals which
allows for a greater chances of recovery and or the “Retention Customization
Policy” setting is configured for a large number of days against your
AhsayRPS server storage limitations.
Example:
Restore Point Interval: 10 Days
Retention Customization Policy: 60 Days
Assuming that every 10 days there is a 100GB change on your AhsayRPS
receiver. After 60 days there will be six restore point intervals created (6 x
100 GB) totaling 600GB. Therefore, in order to implement this retention
policy your AhsayRPS will require at least an additional 600GB of space.
This extra disk space does not take into account the normal data growth as a
result of business expansion or change in client backup behaviour.
3. Retention Policy Job
In order to manage the retention snapshots on AhsayRPS, a retention policy
system job runs at 12:00 AM daily to check if there are any retention
snapshots which have exceeded the “Retention Customization Policy” for each
receiver. If any snapshot has exceeded this setting it will be immediately
deleted. All information regarding these operations is recorded in the
AhsayRPS system log.
The following is an example of entries that you are likely to find on [Manage
System] -> [System Log] page.
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For AhsayRPS servers configured with multiple receivers, the retention policy
job will run in the order they are listed in the %RPS_HOME%/conf/
rpsRecv.xml file.
4. Disabling AhsayRPS Retention
AhsayRPS retention is enabled by default, although it is not possible to totally
disable this feature. You can effectively disable it by configuring the
receiver(s) with the following policy settings:
i. Restore Point Interval: 9999 Days
ii. Retention Customization Policy: 0 Days
Even with this workaround AhsayRPS will still create an initial snapshot.
Note: The retention feature will work with AhsayOBS v5.5.3.0 or
above.
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7.3 CRC Redundancy Check (CRC) Checking
After an AhsayRPS receiver is created, clicking on the “Advanced Options” will
show extra configuration settings for the receiver, the “Traffic Limit” settings
and Cyclic Redundancy Check (CRC) job.

Traffic Limit

Define the maximum network bandwidth usage of a
replication amount. By default, it is not set.

Cyclic
Redundancy
Check (CRC)
Checking
Update

Monthly job performing CRC of checking of backup files
for each user. By default it is disabled.

Reset

Reset all values to its original values.

Update the configurations of a receiver.

File Checking Criteria
The “Cyclic Redundancy Check (CRC) Checking” job will check all new files
replicated to the AhsayRPS receiver since the last CRC job. When the
AhsayRPS CRC job checks a file it will update the file header with a ‘RPS CRC
next check date’. This is calculated as 180 + (random number of 0 to 60)
days, so for existing files which have been checked previously. The next CRC
check will be performed after 180 to 240 days.
Note: It is recommended that you enable the CRC checking for each
receiver so that regular file integrity checks can be made.
Ahsay Systems Co. Ltd.
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Configuration
By default CRC checking is disabled. To Enable the CRC Check you need to go
[Mange System] -> [Manage Receiver] -> [%Receiver%] -> [Advanced
Options] and select “Enable” for “Cyclic Redundancy Check (CRC) Checking”.
In order for the Cyclic Redundancy Check (CRC) Checking job to run properly
both:
i.
The “Cyclic Redundancy Check (CRC) Checking” must be set
“Enable”.
ii.
The receiver must be enabled.
The CRC job checks the files on the receiver even if there is no replication
traffic or if there is no AhsayOBS server connected to the receiver.
You can enable or disable the CRC check and or change the start time for
each receiver without stopping the replication process. All you need to do is
to make your changes to the receiver, then in [Mange System] -> [Manage
Receiver] -> [%Receiver%] -> [Advanced Options] press the [Update]
button to confirm. The new settings will be effective immediately.
CRC Job Scheduling and Multiple Receivers
As the CRC check is a single thread background job, it will only run on one
receiver at a time.
Example 1: AhsayRPS server has three receivers enabled and
configured for CRC check as follows:
i. RecX start time 09:00
ii RecY start time at 15:00
ii RecZ start time at 20:00
Then RecX will run first as it is configured to start at the earliest time. As the
CRC process is a single thread process. RecY will start only after RecX has
finished running. RecZ will start after RecY has finished running.
In effect for multiple receivers the start time of the following receiver is
dependent on the end time of the previous receiver.
Example 2: AhsayRPS server has multiple receivers enabled and
configured to start at 13:00.
If all receiver’s are configured to start at the same time, i.e. 13:00 the CRC
check will be run according to the receiver ordering as defined in the
%RPS_HOME%/conf/rpsRecv.xml file.
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CRC Checking
When the CRC job runs the start and end times, as well as the folders and
files which have been checked, will be recorded in the AhsayRPS system and
RPS_CONTEXT logs. There may be some further logs entries in the
catalina.out log.
The following is an example of entries that you are likely to find on [Manage
System] -> [System Log] page during the CRC check.
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Corrupted File Handling
When the CRC job encounters an invalid or corrupted file, the file will be
immediately deleted from AhsayRPS, this action will be recorded in the RPS
system and RPS_CONTEXT logs. There may be some further logs entries in
the catalina.out log.
The following is an example of entries that you are likely to find on [Manage
System] -> [System Log] page during the CRC check, when handling
corrupted files.

The deleted file(s) will be updated from AhsayOBS either during:
i.
ii.
iii.

The next monthly RESYNC on the 1st Saturday of each month at 13:00
If replication is in UNSYNC mode, then the files will be updated from
AhsayOBS when in SYNC mode.
When replication is restarted.

Note:
i. There will not be any updates during LOGGING mode.
ii. If the file on AhsayOBS is corrupted then during the next SYNC,
RESYNC it will be replicated back to AhsayRPS.
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7.4 List all Receivers
The [AhsayRPS Administration Console] -> [Manage Receiver] -> [List] page
lists all receivers configured on AhsayRPS.

This section describes all settings under the [List] menu.
Key
Login Name

Description
Login name of an AhsayRPS receiver.

Bind to IP address

IP address and TCP port number of an AhsayRPS
receiver.

Enable

Enable/Disable AhsayRPS receiver.

Use SSL*

Whether to use SSL on an AhsayRPS receiver.

Compression*

Whether to use compression on an AhsayRPS receiver.

Detail

Show the details of an AhsayRPS receiver.

Remove

Remove an AhsayRPS receiver.

* To ensure optimal replication performance and security. Both Compression
& SSL settings are enabled by default and are mandatory as of AhsayRPS
v5.5.3.0 or above.
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7.5 Edit Receiver’s Profile
The [AhsayRPS Administration Console] -> [Manager Receiver] -> [Profile]
page shows the details of an AhsayRPS receiver.

This section describes all settings under the [Profile] menu.
Key
Enable Replication

Description
Whether to enable/disable a receiver.

Login Name

Login name of a receiver.

Password

Password of a receiver.

Alias

Alias of a receiver.

Home Directory

Directory where all replicated data will be stored by a
receiver.

Replication stores

Directory for storing data from the OBS user home.

Bind to IP address

IP address of a receiver.

Port

TCP port number of a receiver.

Restore Point
Interval

Minimum number of days between each retention
snapshot. A retention snapshot will be created when data
is received and time interval between current time and
previous snapshot is over the specified period. No
retention snapshot will be created if data is not received
even when time interval is over.

Retention
Customization
Policy

Retention snapshots over the specified days will be
removed by retention policy routine job runs everyday at
0:00 a.m.

Traffic Limit

Define the maximum network bandwidth usage of a
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replication amount. By default, it is not set.
Cyclic
Redundancy
Check (CRC)
Checking
Update

Monthly job performing CRC of checking of backup files
for each user. By default. It is disabled.

Reset

Reset all values to its original values.
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7.6 File Explorer
The [AhsayRPS Administration Console] -> [Manage Receiver] -> [File
Explorer] page shows replication files at different retention snapshots of a
select RPS receiver. It is currently not possible to restore replicated files from
this page. As a workaround, you can restore replicated files from AhsayRPS
using the [Decrypt] tools available in AhsayOBM.

7.7 Retention Recovery
The [AhsayRPS Administration Console] -> [Manage Receiver] -> [Retention]
page lists all replication snapshots recorded by the receiver at an interval
defined at receiver profile. Click [yyyy-MM-dd-HH-mm-ss] snapshot link to
recover replicated files up to the time specified.

Key
Retention List

Ahsay Systems Co. Ltd.
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Replication Snapshot Recovery
This feature will restore the snapshot of selected user account files from the
receiver home path to another location on the AhsayRPS server.
To restore a snapshot enter the destination restore path on AhsayRPS host
machine and click [Restore] button to begin snapshot recovery. It will restore
replicated files up to the time specified on snapshot. Limit the recovery by
selecting users from the name list and click [Restore] button. If you click the
[Current] link in the [AhsayRPS Administration Console] -> [Manage Receiver]
-> [Retention] or [yyyy-MM-dd-HH-mm-ss] link, it will return to the
[Retention] page.

Key
Restore Path

Description
Any location on Ahsay Replication Server host machine
with enough disk space for replicated file recovery.

Name

Name of users to be recovered. Check the [Name]
checkbox to select user for recovery.

Recovery Process
The recovery process begins after clicking the [Restore] button. During the
recovery process, AhsayRPS will restore both the AhsayOBS system files and
selected user files. By default system files will be recovered first, followed by
the file of users. The recovery files and status will be shown during recovery
process. Recovery can be terminated at any time. Click [Stop] button to
terminate and remove all recovered files from the restore path.

Note: If you specify a non-existent or incorrect path as the restore
path AhsayRPS will restore the snapshot to the %AhsayRPS_HOME%
path. This could result in server instability or even a server crash if
the size of the snapshot exceeds the free disk space on the
%AhsayRPS_HOME% partition or drive.
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7.8 Replication Log
The [AhsayRPS Administration Console] -> [Manage
[Replication Log] page lists all logs recorded by this receiver.

Key
Date

Description
The date when log entries are recorded.

Rows per page

Maximum number of rows showing on a page.
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8

Replication Configuration on AhsayOBS
This chapter describes how to use [Manage System] -> [Replication Config]
page to manage the AhsayOBS replication module which allows you to
perform real-time replication of all backup data and application or binary files
from AhsayOBS to AhsayRPS.
Note: Please logon to the AhsayOBS web interface before proceeding
to the next step.

8.1 Mandatory Replication Setting
To setup replication on AhsayOBS, please browse to [Manage System] ->
[Replication Config] page on the web interface and do the followings:
1.

Make sure that you have setup and started a receiver for this AhsayOBS
on the replication server.

2.

Enter the [Username], [Password], [Target Host] and [Port] textbox on
the configuration page.

3.

Check the [Enable Replication] checkbox.

4.

Press the [Update] button at the button of the page.

5.

The setup is now completed. You can now use the [View Replication Log]
link to review the replication logs.
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Key
Username

Description
Username of the replication receiver on the replication
server.

Password

Password of the replication receiver on the replication
server.

Target Host

Host name (or IP address) of the replication server.

Port

TCP port number used by the replication server for this
receiver.

The [View Replication Log] link will bring you to the Replication Log page. The
[Advanced Options] link will open up some other optional configuration
parameters on the page. The descriptions of these parameters are described
in the following sections.

8.2 Use Proxy
You can use the [Use Proxy] section under the [Manage System] ->
[Replication Config] page to configure whether you want to use proxy for
replication traffic between AhsayOBS and AhsayRPS. There are a few
configurable parameters available and they are described in the following
table.
Proxy setting is an optional setting.
Key
Use Proxy
Type
Proxy Host
Proxy Port
Proxy
Username
(optional)
Proxy
Password
(optional)

Description
Whether to use Proxy for replication traffic.
Proxy Type, e.g. HTTP or SOCKS.
Hostname or IP address of the proxy server.
TCP port number of the proxy server.
Username for the proxy server (if proxy authentication
is required).
Password for the proxy server (if proxy authentication
is required).

Note: When implementing replication via a proxy server, please
ensure your proxy server is capable of handling the replication traffic
flow. Otherwise this could result in replication performance issues or
network connection stability problems.
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8.3 Traffic Limit
You can use the [Traffic Limit] section under the [Manage System] ->
[Replication Config] page to limit the amount of bandwidth used by
replication traffic between specified times. There are a few configurable
parameters available and they are described in the following table. Traffic
Limit is an optional setting.
You can set an all-time traffic limit by setting both [From] and [To]
parameters to [Sun, 00:00].
Key
Traffic Limit

Description
Bandwidth Throttling for replication traffic.

From

Start time of enforced traffic limit period.

To

End time of enforced traffic limit period.

Maximum Transfer

Maximum bandwidth used between the [From] and
[To] period.
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8.4 Selective User Replication
You can use the [Selective user replication] section under [Manage System] > [Replication Config] page to select specific users for replication.

The definitions of keywords related to the settings in this section are shown
in the table below:
Key
Replicate all users

Description
Replicate all the users in the user home without
selection.

Replicate selected
user only
No.

Replicate users selected only.
The count of user.

Login Name
(Alias/Owner)

The login name of the user, with Alias of the user
bracketed behind, and the creator of the user.

Used / Quota (%)

The size of data stored on the server by the user and
defined quota of size of the user. The percentage of
used size over quota is also included at the end.

Replicate new users For any new user created by the Ahsay API, the user
added from API
account will be replicated.
Replicate new users For any new user created by Windows Active Directory
added from LDAP
and added to AhsayOBS, the user account will be
replicated.
Replicate new free For any new trial users created, the user account will
trial users
be replicated.
Replicate new users For any new trails users created by AhsayOBS webAhsay Systems Co. Ltd.
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added from
interface

web console, the user account will be replicated.

To enable this function, simply select the [Replicate selected users only]
under the section of [Selective user replication], and check the boxes next to
the users which are going to be replicated..
Once the specific users have been selected and replication is enabled. If you
wish specify additional existing users to the list or make change to the user
list, you will have to disable or stop the replication process to make your reselection.
Selective user replication also provides options for configuring the default
replication settings for newly created users:
i.
ii.
iii.
iv.

Replicate
Replicate
Replicate
Replicate

new
new
new
new

users added from API
users added from LDAP
free trial users
users added from web interface

The default replication settings for new users can be changed without
disabling or stopping the replication process.
Note: If selective replication is enabled but the previous replication
mode was “replicate all users”. Any user accounts which were
previously replicated to AhsayRPS but have not been currently
selected will be removed from the AhsayRPS current data area.
Recovery of the data is dependent on your AhsayRPS retention
settings.
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8.5 Replication Log
You can review the logs by visiting the [Manage Log] -> [Replication Log]
page.

8.6 Enable/Disable Replication Service
You can restart the replication process completely from the beginning by
doing the following:
1.

On AhsayRPS, uncheck the [Manage Receiver] -> [Profile] -> [Enable
Replication] checkbox and press the [Update] button.

2.

On AhsayOBS, uncheck the [Manage System] -> [Replication Config] ->
[Enable Replication] checkbox and press the [Update] button.

3.

On AhsayRPS, check the [Manage Receiver] -> [Profile] -> [Enable
Replication] checkbox and press the [Update] button.

4.

On AhsayOBS, check the [Manage Receiver] -> [Replication Config] ->
[Enable Replication] checkbox and press the [Update] button.

5.

On AhsayOBS, visit the [Manage Log] -> [Replication Log] page to
check if replication starts running.
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9

Starting AhsayRPS as AhsayOBS
This chapter describes the information on how you can start up AhsayRPS as
AhsayOBS.
Scenario








You want to start AhsayOBS by using the replication data and using the
same AhsayOBS & AhsayRPS service on the replication server side.
AhsayOBS & AhsayRPS is installed in C:\Program Files\AhsayOBS and
AhsayRPS on the backup server side.
AhsayOBS & AhsayRPS is installed in C:\Program Files\AhsayOBS and
AhsayRPS on the replication server side.
The RECEIVER_HOME of the receiver of AhsayOBS configured on
AhsayRPS is D:\RepHome.
The USER_HOMES of AhsayOBS are E:\Users and F:\Users on AhsayOBS.
The SYSTEM_HOME of AhsayOBS is E:\System on AhsayOBS.
The POLICY_HOME of AhsayOBS is E:\Policy on AhsayOBS.

To startup the replication server as a backup server, please follow the steps
below:
1.

Shutdown the AhsayOBS & AhsayRPS service on the replication server
side.

2.

Copy the CONF folder, i.e. copy the D:\RepHome\files\C%3A\Program
Files\AhsayOBS and AhsayRPS\conf to C:\Program Files\AhsayOBS and
AhsayRPS\conf, exclude rps.xml, rpsRecv.xml, rpsLicense.xml and
server.xml.

3.

Copy the WEBAPPS folder, i.e. copy D:\RepHome\files\C%3A\Program
Files\AhsayOBS
and
AhsayRPS\webapps\obs
to
C:\Program
Files\AhsayOBS and AhsayRPS\webapps\obs.

4.

Copy the USER_HOMES, i.e. copy D:\RepHome\files\E%3A\Users to
E:\Users,
D:\RepHome\files\F%3A\Users
to
F:\Users
and
D:\RepHome\files\E%3A\System to E:\System.
If the partitions for E:\ or F:\ are not available, you can copy these
directories to any location you want. However, you must remember to
open C:\Program Files\AhsayOBS and AhsayRPS\conf\obs.xml and
modify the entries for “user-home” and “system-home” with the correct
paths.

5.

Copy the POLICY_HOME, i.e. copy D:\RepHome\files\E%3A\Policy to
E:\Policy.

6.

Startup AhsayOBS & AhsayRPS service on the replication server. This
service is running both AhsayOBS service from the original backup
server and the AhsayRPS service now.
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Note: Please take a look at %OBSR_HOME%\logs\obs*.log and
%OBSR_HOME%\logs\cat*.log if you run into any problem.
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10 Troubleshooting
If you are running into problems when making the replication process work
as stated in previous sections.

10.1 Connections Errors

i. Ensure the connection from AhsayOBS to AhsayRPS is not blocked by your
firewall. You can test if the connection is blocked by your firewall by using the
telnet command on AhsayOBS server:
telnet < your-replication-server-ip > PORT_NO
your-replication-server-ip = IP address of AhsayRPS.
PORT_NO = TCP port used for replication receiver
ii. Make sure the <PORT_NO> is not already in use by another receiver on
the AhsayRPS server. You can the a list of receivers on AhsayRPS in [Manage
System] -> [Manage Receiver]
iii. Make sure the receiver is enabled on AhsayRPS. You check the status of
receivers on AhsayRPS in [Manage System] -> [Manage Receiver]
iv. Disk related problems on AhsayRPS server could also result in connection
issues to be reported on AhsayOBS. Please make sure the disk for the
receiver home is not out of disk space. Check for physical errors with the disk,
if the receiver home is a network drive make sure the connection is stable.
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10.2 Authentication Errors
[RPSSender.refreshUnloggedFile][Exception]
username 'xxxxxxx'

Password

is

incorrect

for

i. Verify if the username and password entered on the AhsayOBS [Manage
System] -> [Replication Config] page is the same as the values defined in
replication receiver on AhsayRPS
ii. The port number could be valid but for another active receiver.
Verify if the port number entered on the AhsayOBS [Manage System] ->
[Replication Config] page is the same as the value defined in replication
receiver on AhsayRPS.

10.3 Replication Always Restarting
For cases where the replication is always restarting itself into UNSYNC mode,
please
check
in
the
replication
logs
on
AhsayOBS
under
%OBS_HOME%\system\ReplicationLog. A quick way to track down problems
is to open the log for the day of the restart in a text editor, and use the find
feature to locate “UNSYNC” phrase.
If this step is repeated on the replication logs for the previous restarts, you
can check to see if there are any patterns such as replication is restarting
when it tries to replicate the same backupset or the same file/folders. This
could indicate a problem with the user home drive itself:
v.

Physical disk errors on the user home drive. In which case a disk
check should be performed on the affected drive.

vi.

It could be due to high I/O loading on the particular user home drive
which is causing a read time out.

vii. If the user home is a network drive, check if the connection between
AhsayOBS and network drive is stable. This could cause a replication
read time out.
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10.4 Replication Connection Timeouts
If replication is experiencing persistent connection timeouts which is causing
the process to restart itself in UNSYNC mode. But this issue is not setup or
hardware related.
Error=[RPSSender.replicateFileUnsync][Exception][SendHandler.sendFile]
Stop resending '\User_Home\File' Reason='Failed to send file after XX retries'
Exception='Software caused connection abort: socket write error'
You can try to increase the connection time out values on both the AhsayOBS
and AhsayRPS services.
AhsayOBS
1. Disable replication on AhsayOBS
2. Shutdown the AhsayOBS service
3. Edit the %OBS_HOME%\conf\rpsSend.xml file
4. Change the default timeout="1800000" (3 minutes) value to larger value,
i.e. timeout="9000000" (15 minutes)
5. Restart the AhsayOBS service for the setting to take effect
AhsayRPS
1. Shutdown the AhsayRPS service
2. Edit the %RPS_HOME%\conf\rpsRecv.xml file
3. Change the default timeout="3600000" (6 minutes) value to larger value,
i.e. timeout="9000000" (15 minutes)
4. Restart the AhsayRPS service for the setting to take effect
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11 Further Information
If you need further assistance, please contact our support team by
submitting a ticket to our Help Centre Ticketing System.
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Appendix
Appendix A

Product Documentations

Please visit this link for the documentations of Ahsay Products.
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